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ABSTRACT

Quantum communication networks will connect future generations of quantum processors, enable metrological applications, and provide
security through quantum key distribution. We present a testbed that is part of the municipal fiber network in the greater Stockholm
metropolitan area for quantum resource distribution through a 20km long fiber based on semiconductor quantum dots emitting in the
telecom C-band. We utilize the service to generate random numbers passing the NIST test suite SP800-22 at a subscriber 8 km outside of the
city with a bit rate of 23.4 kbit/s.

© 2022 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license (http://
creativecommons.org/licenses/by/4.0/). https://doi.org/10.1063/5.0112939

Quantum communication is expected to follow in the footsteps
of traditional data communication, which currently serves as the back-
bone of our modern information society. By extending the capabilities
of the internet based on the transmission of so-called qubits, the fun-
damental resource for quantum information science, and creating
entanglement between remote nodes, a quantum internet' is created.
Multiple application areas” that will benefit from the new capabilities
have been identified, including secure key exchange,” clock synchroni-
zation,” new fundamental limits in metrologyf and the linking of
future quantum processors.” The multi-stage and multi-decade pro-
cess of establishing a quantum internet necessitates intermediate steps
for economic viability and technology validation. While national and
global networks will require significant scientific research and engi-
neering in the area of quantum repeaters,” metropolitan and inter-city
networks are already feasible. Field deployments of quantum key dis-
tribution (QKD) systems outside of the lab have been thoroughly
tested in metropolitan areas such as Vienna, Geneva, Boston, Calgary,
and Tokyo® as well as a trusted node-based network in China’ span-
ning more than 2000 km. Fiber lengths of more than 830 km between
parties have been demonstrated using twin-field QKD,'*"" which
achieves a favorable rate-distance relationship by relying on single-
photon interference in an untrusted middle station. In contrast to

non-deterministic approaches, quantum dots have been employed as
on-demand sources of entangled photons, e.g., close to the 850 nm
band for QKD within university premises in Linz (Austria) and Rome
(Italy).'”™"” Furthermore, recent results show the distribution of
entangled photons generated by a quantum dot within the O-band
(1310 nm) in deployed fiber links'* as part of the Cambridge quantum
network."

To profit from the unconditional security of QKD and allow for
its implementation, the availability of random numbers is a crucial
prerequisite. This necessitates their generation as well as distribution
within the quantum network.'” The random output port of a photon
passing through a symmetric beam splitter'® and the unpredictability
of a photon’s arrival time'” are both well-known ways to make optical
quantum number generators.”” Most of the time, these methods are
used with attenuated lasers or spontaneous-parametric downconver-
sion light sources. Modern optical quantum random number genera-
tors based on photon counting achieve Mbit/s random number rates,
while phase measurement-based generators can achieve Gbit/s.”'
Commercial devices are available offering rates in the few tens to sev-
eral 100 Mbit/s.”” In contrast to these demonstrations, we generate
triggered single photons from a quantum dot with pure single pho-
tons. This allows for monitoring of the source single photon character
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and source verification through Bell tests, with the possibility of higher
brightness than parametric sources.”

In this study, we implement a provider-subscriber service based
on a quantum dot source providing triggered single photons in the tel-
ecom C-band through the metropolitan fiber infrastructure
(STOKAB) located in Stockholm. A ~20 km long fiber connects the
source station in Stockholm to the subscriber in Kista, a neighboring
industrial center. The fiber network provides a testbed for quantum
information protocols based on single photons co-deployed in a real-
world environment. The single-photon resource is used to generate
random numbers via two different experiments involving a beam split-
ter and/or photon arrival time. Relying on true random processes
resulting from the quantum dot emitter characteristics, we demon-
strate validated random number distribution over metropolitan dis-
tances, serving as key functionality enabling future quantum networks.

The complete setup is shown in Fig. 1. The metropolitan fiber
network consists of three nodes. The service provider is located at
KTH Royal Institute of Technology, and two subscribers are con-
nected using channels within the telecom C-band. The first one is
located in Kista (E) outside of Stockholm using the public fiber net-
work provided by STOKAB in the greater Stockholm area. The second
one is located within KTH Royal Institute of Technology (K) con-
nected using a table-top fiber spool. The source of single photons,
hosted at KTH Royal Institute of Technology, consists of an MOVPE-
grown InAs quantum dot on a GaAs substrate. The emission wave-
length of 1550 nm is made possible by a metamorphic buffer layer™*
releasing the stress of the lattice mismatch by increasing the In con-
tent. The sample is described in detail in Ref. 25. It is mounted inside a
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cryostat (Montana Instruments CR-120) at an operating temperature
of 18 K. The sample is moved using cryogenic positioners (Attocube),
and the emitted photons are collected using a cryogenic objective
(Attocube LT-APO/NIR NA =0.8) and coupled to an SMF-28 fiber
forming a confocal microscopy setup.

The quantum dot is excited into the p-shell using an 80 MHz
picosecond pulsed laser at 1470 nm. We filter the exciton (X) emission
and bi-exciton (XX) emission [spectrum in Fig. 2(a)] through an in-
house built transmission spectrometer (TG). The single photons of the
exciton are then sent through a 20.3km long dedicated dark fiber of
the STOKAB metropolitan fiber network with a total loss of 10.3 dB
(public network 17.5 km/6.72 dB, remaining is internal infrastructure).
A reflective notch filter with a spectral bandwidth of 0.7nm and a
rejection of 40 dB is used at the subscriber location to filter the input
signal from the neighboring channels’ crosstalk.”® The signal is again
coupled to a single-mode fiber and then sent toward two supercon-
ducting nanowire single photon detector (SNSPD) (Single Quantum
EOS, nominal 30%/33% detection efficiency) using a fiber-based beam
splitter with a splitting ratio of 49%/50.4%. The arrival time of the
photons is recorded using a time-to-digital converter (Qutag) and
stored on a local computer to be post-processed using the Extensible
Timetag Analyzer ETA.”

The bi-exciton photons are sent through a 13.5km long fiber
spool within the lab (2.75dB loss), split on a fiber-based beam
splitter, and then detected with two SNSPDs (Single Quantum
EOS, 75% and 76% efficiency) at the subscriber K. We monitor the
single-photon character at the subscriber locations [Fig. 2(c)] to
verify the viability of our input signal later used for random
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FIG. 1. Metropolitan quantum link in the Stockholm region for quantum random number generation. Metropolitan fiber links with two subscribers, one in Stockholm (K) and one in
Kista (E) marked on the map with a blue and an orange circle, respectively. Single photons at 1550 nm are generated at the provider in Stockholm using a semiconductor quantum
dot. The dot is excited using p-shell excitation. The exciton emission is filtered using a transmission spectrometer (TG) and sent through dedicated fibers of the municipality fiber net-
work to the subscriber in Kista. There, the emission is filtered using a notch filter in reflection to suppress crosstalk of classical communication signals in the network. The bi-exciton
emission is sent through a fiber spool and detected at KTH. At both subscribers, the photons are sent on a fiber beam splitter and detected using superconducting nanowire single
photon detectors (SNSPD). The scale bar is 1 km. Map Data by OpenStreetMap Contributors. Map adapted with permission from Oliver O'Brien.
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FIG. 2. Randomness generation at the subscriber. (a) Spectra of the QD at ~18 K with the exciton transition (X) at 1549 nm marked. (b) A start-stop measurement between all
photons at the subscriber location is modulo folded into the repetition rate of the laser. Variable bin widths are used to achieve a uniform probability and are labeled with 2" dif-
ferent bit combinations. Borders between eight temporal regions, representing 3 bits, are indicated by vertical lines. The experiment used 2° bins for six random bits from each
time difference. When including the randomness contained within the jitter of the SNSPDs and digitization noise of the timing electronics, 8 bits can be extracted. (c) Second-
order photon correlation measurement, proofing the single-photon character at the subscriber location. The g® (0) value is monitored, while at the same time, the arrival port
and time are used to generate random bits. The uncorrected multi-photon probability is g (0) = 0.19 == 0.05 at the subscriber K (top) and g/? (0) = 0.21 = 0.05 at the sub-
scriber E (bottom). (d) The table summarizes the properties of the port of entry and the arrival time as randomness source at the subscriber E (X). The compression entropy
estimated using the cmix algorithm Hemix, the estimated minimal entropy Hrin, the extracted compression entropy Hemixe, the estimated extracted minimal entropy Hiin/e, the

test pass rate, and the bit rate are compared.

number generation. We measure an uncorrected multi-photon
probability of g (0) = 0.19 + 0.05 at the subscriber K (top, XX)
and ¢g@(0) = 0.21 = 0.05 at the subscriber E (bottom, X), calcu-
lated from the counts in a bin (width 12.5 ns) at zero time delay vs
the normalized counts of ten bins (two-third of the repetition rate)
on each side. At the provider, we measure g (0) = 0.21 + 0.08 for
the bi-exciton (XX) and g®(0) = 0.12 % 0.01 for the exciton (X)
(see the supplementary material).

We investigate two methods to generate random numbers from
the pure single-photon resource. Due to the remote location outside of
the provider lab and, thus, more realistic conditions, we focus on
results generated at subscriber location E. The evaluation of data gen-
erated at subscriber location K can be found in the supplementary
material.

As a first method, we use the randomness extracted by allocating
the bit values 0 and 1 to the respective output ports of a beam splitter.
In a second method, we use the time between subsequent photon
emissions as the source of randomness.

The quality of the randomness source is determined by comput-
ing the lower bound on the entropy Hp, using the NIST SP
800-90B”* test suite for independent and identically distributed (IID)
and non-IID random numbers. Utilizing modern compression

algorithms, the upper bound on the entropy as a close approximation
to the true entropy can be calculated.”” We compress the data using
the Lempel-Ziv-Markov chain (LZMA) algorithm (as implemented
in the Python standard library) to calculate Hyzya and the cmix soft-
ware,”” which is a state-of-the-art compression implementation, to cal-
culate Hcpix. Both values are calculated by comparing the file size
before and after compression excluding the control headers of the file
format.

While our source generates to a very high degree pure single pho-
tons, the slightly different detection rates on the two channels (1:1.12)
at subscriber E, caused by an imperfect beam splitter ratio combined
with the different detection efficiencies, lead to biased random num-
bers in the first method. Events where both detectors click in the same
excitation cycle are not excluded but generate two bits, while two
events from the same detector are not possible due to the dead time of
the detectors of 30 ns.

In the first method for random number generation, we estimate
the lower bound of the entropy as Hy,, = 7.1bit/B and the upper
bound as Hyzma = 7.4bit/B and Hmix = 7.4bit/B. We use two-
universal hashing to extract the unbiased randomness,”' by choosing a
ratio between raw and result bits to reflect the estimation of the
entropy using the NIST non-IID test. After correction for biasing, the
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NIST IID test passes and estimates an entropy of Hyy,/e = 7.88bit/B,
the LZMA based compression method and cmix estimate Hyzna /e
= Hemix/e = 8.00bit/B. This method generates random numbers
with 4.3 kbit/s at the subscriber E for the beam splitter method. In
comparison, subscriber K generated random numbers with 24.6 kbit/s
(see the supplementary material).

To improve the bitrate, we use the time point of emission as a
further source of randomness.

For the second method, the randomness of the spontaneous
decay of the XX and X levels is used by subtracting the time difference
between subsequent detection events. We take the time difference
modulo the laser pulse period to remove the photon loss-induced time
delay. The likelihood for different time outcomes is shown in Fig. 2(b).
We divide the likelihood into bins with variable widths to make them
equally probable and index them. Upon detection, the event is classi-
fied with the bin index, which is then used as the random bit result. As
an example, we show eight regions with equal area, corresponding to
3 bits, in Fig. 2(b). We choose the minimal bin size to be 56 ps to avoid
using randomness from the detection jitter and time digitization. This
leads to 64 regions, corresponding to 6bit per time difference. If one
accepts the randomness within the digitization process, smaller bin
sizes down to 1 ps are possible. The entropy is estimated similar to the
port choice experiment and results in Hp, = 6.8bit/B, Hizma
= 7.4bit/B, and Hcpi, = 7.3 bit/B. We again use the two-universal
hashing to de-bias the data and estimate an entropy based on
the NIST IID tests of Hpyye = 7.89bit/B and Hizmaje = Hemix/e
= 8.00bit/B based on the compression methods. Subscriber E
receives 19.1 kbit/s of unbiased random bits extracted from the time
difference experiment. Due to lower loss and more efficient detectors,
subscriber K receives 80.1 kbit/s of unbiased random bits (see the
supplementary material) at the same time, while the emission rate of
the bi-exciton is approximately four times lower.

We verify the properties of the generated random numbers at
subscriber E using the NIST test suite,”” where both sets of de-biased
random data pass all included tests. The table in Fig. 2(d) summarizes
the random data’s properties, and the full test results are reported in
the supplementary material. We emphasize that these tests do not
replace the need to analyze and model such a system. This is because
the physical process creating random numbers, not their statistical
properties, is what makes them suitable for any cryptographic applica-
tion.”” A future direction is self-testing quantum random number gen-
erators,” where the violation of Bell’s inequality or derived figures of
merit can be used to prove randomness with different trust assump-
tions from purely classical adversaries to trustfree devices.

By combining the two methods on our data, we generated ran-
dom numbers at a rate of 23.4 kbit/s at subscriber E and 104.7 kbit/s at
subscriber K. By increasing the excitation repetition rate to 640 MHz
(limited by the lifetime of the emitter) and using state of the art detec-
tors at the receiver with a detection efficiency of ~98% " (factor of 3),
a jitter of ~8 ps (Ref. 35) (an extra bit by the time binning) at a rate of
~1 Mbit/s at subscriber E can be achieved. The rate is ultimately lim-
ited by the maximum emission rate of the source close to the lifetime
of the transition (typically ~450 ps for the bi-exciton and /1200 ps
for the exciton”’) and the losses between the provider and subscriber,
where the former can be made faster using Purcell engineering. While
monitoring the single photon character limits the attack surface on
method one based on the beam splitter output, a single photon source

scitation.org/journal/apl

with emission control, such as through Purcell enhancement, might be
used to affect the creation time of photons in method two. As a first
step, the source of the photons can be verified through a Bell test. The
required trust in the physical device may be further reduced by self-
certifying random number generation.

In this work, we demonstrate the operation of a metropolitan
fiber link for the exchange of quantum resources. We use self-
assembled quantum dots that emit at 1550 nm and transmit the gener-
ated photons over 20 km of fiber. We demonstrate high single-photon
purity at the remote subscriber location and use the received single
photons to generate quantum random numbers with a total bit rate of
23.4 kbit/s. This network and measurement apparatus are ready for
use as a test-bed for future quantum network studies in realistic condi-
tions outside of a controlled lab environment.

See the supplementary material for results from statistical ran-
domness tests for subscriber E, single photon purity at provider, and
randomness generation results for subscriber K.
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